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Who am I? 

• Senior Researcher 

• Threat Hunter for 4 years 

• Whitepaper and POC maker 

• BSc, OSCP, GREM 

• Presented at DEFCON, BSIDES, 
STEELCON 
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What is ESF?  



Endpoint security framework (ESF) 

Solution to security needs 

Succeeds OpenBSM 

Similar to Windows ETW 

Kernel Space 

Real Time events 



What does this look like? 
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Why is the ESF 
important?  



• Deprecation of KEXT 

• Migration to System Extensions 

• OpenBSM was difficult to use, ESF is swift 
and real time 

 

Restrictions and changes in macOS 
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The new way 
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Why make the change? 

• Increase stability and security 

• Third party removed from Kernel 
Space 

• Prevents BSOD and security issues 

• KEXT can still be used with caveats 

 



How can we use the 
ESF? 



Kernel Space 

Kernel 

Event Message queue 

Basic architecture 

Program 

Main code 

Endpoint Security (KEXT) Populate 

Endpoint Security Client 

Callback monitor 

Message 

Issue callback 

Create 

Process 



Issues with ESF use 



• Bottleneck in message queue 

• SYSTEM verbosity 

• Real Parent Process ID (PPID) 

 

Encountered issues 



Bottleneck issue 



System verbosity issue 



Parent process id issue 



Solutions  to these 
issues  



Bottleneck solutions 

Bottleneck issue casued by 
kernel level queue overload 

Potential solutions included: 

• Multi-client system 

•  Event muting 

 

In MacOS 10.15.4 an update 
was made to SDK 10.15 
silently 

• Within es_message_t the 
value “seq_num” was 
introduced 

 



System verbosity solution 

• Filter before or after collection 

• Event muting is too general 

• Client side filter may cause 
bottleneck 

• SYSTEM filtering opens up SYSTEM 
level ignorance 

 

 



PPID solution 

There is no future proof 
solution for this, updates 
make solutions ineffective 
quickly  

Current solutions include 
thing such as: 

• TrueTree – Jaron Bradley 

• launchdXPC – Patrick 
Wardle (ported from 
Jonathan Levin) 

 

The latter is what is used in 
my solution but is only for 
launchd resolution, not 
Runningboard 

 



My solution: ESFang 



Based heavily on the work of Patrick Wardle, Chris Ross 
and Omark-Ikram 

ESFang 



• 52 NOTIFY event types 

• Type specific collection 

• SIP disable required 

 

ESFang 



• Single/multiple types 

• JSON output 

• Upstream integration 
design  

 

ESFang 



Meterpreter use case 



Use case outline 

• Tested on MacOS 11.2.2 

• ESFang collection 

• Agent only test 

• Post-exploit phase only 

• Single host test  

 

 



Overall findings 
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Anomalous install events 



Breaking this down 
 

Installation has 259 data 
points  

Quantity is not always a 
good thing, but allows for 
better cross referencing and 
accuracy 

Let's look at some of the 
more valuable event types in 
detail… 

 



ES_EVENT_NOTIFY_OPEN 
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ES_EVENT_NOTIFY_WRITE 



ES_EVENT_NOTIFY_IOKIT_OPEN 
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Full list of valued types 

Valuable event types for detection: 

 

• ES_EVENT_TYPE_NOTIFY_EXEC 

• ES_EVENT_TYPE_NOTIFY_FORK 

• ES_EVENT_TYPE_NOTIFY_OPEN 

• ES_EVENT_TYPE_NOTIFY_CREATE 

• ES_EVENT_TYPE_NOTIFY_FCNTL 

• ES_EVENT_TYPE_ NOTIFY_WRITE 

• ES_EVENT_TYPE_ NOTIFY_READLINK 

• ES_EVENT_TYPE_ NOTIFY_MMAP 

• ES_EVENT_TYPE_ NOTIFY_MPROTECT 

• ES_EVENT_TYPE_ NOTIFY_IOKIT_OPEN 

• ES_EVENT_TYPE_ NOTIFY_UIPC_CONNEC 

• ES_EVENT_TYPE_NOTIFY_PTY_GRANT 

• ES_EVENT_TYPE_NOTIFY_DUP 

• ES_EVENT_TYPE_NOTIFY_STAT 

• ES_EVENT_TYPE_NOTIFY_RENAME 

• ES_EVENT_TYPE_NOTIFY_SETMODE 

• ES_EVENT_TYPE_NOTIFY_SETEXTATTR 



Summary 

• Powerful and regularly updated 

• No choice in its use 

• Teething issues 

• Stable and easy to use 

• High detection capability 

• Filtering is essential  

 



Questions? 




