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Who am [?

» Senior Researcher

* Threat Hunter for 4 years

* Whitepaper and POC maker
* BSc, OSCP, GREM

 Presented at DEFCON, BSIDES,
STEELCON
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What is the Endpoint Security Framework (ESF)?

Why is the ESF important?
How can we use the ESF?
Issues with ESF use
Solutions to these issues
My Solution: ESFang

Meterpreter use case
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What is ESF?




Endpoint security framework (ESF)

Solution to security needs

Succeeds OpenBSM

Similar to Windows ETW
Kernel Space

Real Time events




What does this look like?

"timestamp" : "2021-01-20T13:36:38,518Z",
"eventtype" : "ES_EVENT_NOTIFY_EXEC",
"metadata" : {
‘real_ppid" : 1196,
“origin_platform_binary" : true,
"uid" : 501,
"origin_binarypath® : "\/bin\/bash",
“origin_pid" : 45238,
"oppid" : 42259,
"origin_cdhash" : "5@8595E78370793873B546FDCOED6B32422627EB",
‘ppid" : 42250,
“origin_uid" : 501,
"path" : "\/Users\/drt\/Desktop\/merlinAgent-Darwin-xé4",
"env_variables" : [
"TERM_PROGRAM=Apple_Terminal",
"TERM=xterm-256color",
"SHELL=\/bin\/bash",
“TMPDIR=\/var\/folders\/qc\/cviw8vxj715218dc842sjcwheeeagn\/T\/",
"TERM_PROGRAM_VERSION=433",
"TERM_SESSION_ID=BB2@D79A-5517-4288~-A49B-374045F503EA" ,
"USER=drt",
"SSH_AUTH_SOCK=\/private\/tmp\/com.apple.launchd.ZbtHJekEWD\/Listeners",
"PATH=\/usr\/local\/bin:\/usr\/bin:\/bin:\/usr\/sbin:\/sbin:\/usr\/local\/Cellar\/openvpn\/2.4.9\/sbin\/:\/Applications\/VMware Fusion.app\/Contents\/Public:\/Library\/Apple\/usr\/bin",
“PWD=\/Users\/drt\/Desktop",
“LANG=en_GB.UTF-8",
"XPC_FLAGS=0x0"
"XPC_SERVICE_NAME=0",
"HOME=\/Users\/drt",
"SHLVL=1",
“LOGNAME=drt",
" _=.\/MerlinAgent-Darwin-xé4",
"OLDPWD=\/Users\/drt\/Desktop\/ESF_base\/progmon"
]l
"shal" : "0000P00000V0000000000000000000000000000000" ,

"ProcessArgs" : "https:\/\/192.168.1.69:443", EndeIntSecurlty
"submitted_by" : {
Cache

{

"origin_ppid" : 42250,
"parent_path" : "\/bin\/bash",
"pid" : 45238, Message
"origin_signingid" : “"com.apple.bash", Enqueue
"origin_codesigningflags" : [
“CS_VALID",
“"CS_SIGNED",
“CS_RESTRICT",

Message
Responses

ES Application

ES Application
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Why Is the ESF
Important?



Restrictions and changes in macOS

« Deprecation of KEXT

« Migration to System Extensions

* OpenBSM was difficult to use, ESF Is swift
and real time



Old way of monitoring

Kernel

e Kernel Space

User Space

Monitoring Program

Operating system
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Old way of monitoring

Kernel

Kernel Extension (KEXT)

e Kernel Space

User Space

Monitoring Program
Operating system
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Old way of monitoring

Kernel

Kernel Extension (KEXT)

e Kernel Space
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User Space

Monitoring Program
Operating system
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The new way

Kernel

Kernel Space

System Extension User Space

Monitoring Program

Operating system
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The new way

Kernel

Kernel Space

User Space

System Extension

Monitoring Program

Operating system
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The new way

Kernel

Endpoint Security (KEXT)

Kernel Space

1 B
/ v N

System Extension

/ User Space

Monitoring Program

Operating system
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Why make the change?

* Increase stability and security

o

 Third party removed from Kernel !
Space KEEP
OUT
« KEXT can still be used with caveats OR ENTER ‘

I'M A SIGN,
i R I\

* Prevents BSOD and security issues

NOT A coP



How can we use the
ESF?



Basic architecture

Kernel

Event Message queue Populate Endpoint Security (KEXT)

Kernel Space

Message

Program
Create

Issue callback Main code

Callback monitor Process /
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[ssues with ESF use



Encountered issues

 Bottleneck in message queue
« SYSTEM verbosity
* Real Parent Process ID (PPID)



Bottleneck issue

WHERE'S MY STUFF




t Ttieestamp” @ T2021-94-96T12:13:26.97777,

"eventtype" : “ES_EVENI TYPE NOTIFY (REATE®,
“mutodata” : |
“origin platfarm_binary™ : false,
“origin binacypath® 1 *\Jusr\/local\/f-secure\/sensor\/seasord™,

“filesize® 1 0,

System verbosity issue L -

'u-mwnumr'" ‘%IMWIJ(.'
“filerullPath® 1 “\fuar\/local\/f- secure\/sensoc /dodup. db-wal®,
“origin_ppid* 1 1,
“ookgln signingld” @ “com.f-socure.ul _sunsord”,
“origin codesigningflags™ + |
“cs_vaLm®,
*C5_STGNED” ,
TCH_RUNTIME",
“CS_OVLD PLATFORM®,
“CS_EXEESEG MAIN_BINARY”
1
|
t
"timectamp” 1 CN21-84-06732:113126.9782%,
eventtype™ : TES_EVENT_TYPE _NOTIFY_CREATE™,
“metadata”
“ocigin platfors hinary" : false,
“origin binacypath® 1 “\Juse\/local\/f-secure\/ sansor\ fsannoed”

“filesize® : 0,
“origin_cdhash® 1 “DILYFESED02148INA7TOCOAG22TSIGATIBEFHCTIY,

Torigin pid® : 97124,
"t 07124,
“origin uid” 1 B, »
ORI e T TSRALSAFZICY
TELRFUlIPAth™ & "Wudr\/Jocal V- secun\/ sensoe /dedup, o - she®
Torigin_ppid® i 1,
“origin wigningid® : “com.f-secure.ul.sensord”,
“origin_codesigningflags™ © [
“CS_VALID®,
“C5_SIGNED™ ,
TCS_mNTIME®,
“C5_OYLD_PLATFORN®,
“C5_EXECSEG MAIN SINARY™

——

“timestamp® @ “2021-04-06112:13:27. 24127,
“evanttypa® 1 “ES_EVENT TYPE NOTIFY CREATE®,
"metadata” : {
*origin_plutform binary” : false,
“origin_binacypath™ 1 *\Jusr\/local\/T-secure\/sensor\/sensord”,

“filesize® : 0,
Torigin_cahash® ; TDIITFASA002 1ANIMTTOCIAS2 275 36RO RO,

“origin pid* 1 97124,
“origin real ppid” : 97124,
[“oetgin uid* 1 o,
GLALSAFZICT ,
*fileFullpath® “Vusr\/local\/f -socure\/ sensor\ /event .db - wal®,

Forigin ppid® 1 1,
Torigin_signingld” : “com.f-socure.ul . sonsord”,

“origin_codesigningflogs® + [

“CS VALID®,

“Cs SIGNED®,

“C5_MINTIVE™,

“C5_OYLD_PLATFORM®,

“C5_EXECSEG MATN STNARY"

n W/ TH
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Parent process id issue
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Solutions to these
ISSUes



Bottleneck solutions

In MacOS 10.15.4 an update
was made to SDK 10.15
silently

Bottleneck issue casued by Potential solutions included:
kernel level queue overload

» Multi-client system

« Within es_message_t the
value “seq_num” was
introduced

« Event muting
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System verbosity solution

* Filter before or after collection

« Event muting Is too general

* Client side filter may cause
bottleneck

« SYSTEM filtering opens up SYSTEM
level ignorance



PPID solution

There is no future proof
solution for this, updates
make solutions ineffective
quickly

Current solutions include
thing such as:

* TrueTree — Jaron Bradley

* launchdXPC — Patrick
Wardle (ported from
Jonathan Levin)

The latter is what is used in
my solution but is only for
launchd resolution, not
Runningboard
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My solution: ESFang




ESFang

& countercept / ESFang  Puei

<> Code - lssues !l Pull requests ) Actions (] Projects [T Wiki

¥ master ~ P 1branch © 0 tags

@ fscc-cmoriey Update READMEmd 1
B ESfang xcodeproj
ESFang

ESF_config.txt

READMEmd

o oR

README.md

ESFang

] Security | Insights

New Commit Message
New Cormmit Message
New Commit Message

Update README.md

#555c54 29 daysage D20

This is a tool devised for modular consumption of EndpointSecurity Framework (ESF) events from the MacOs
environment. This is my attempt to overcome a number of issues encountered with existing tools including things

Based heavily on the work of Patri

and Omark-lkram

IS RosS




T_TYPE_NOTIF)

T_TYPE_NOTIFY

ESFang

* 52 NOTIFY event types o

YPE_
NT_TYPE_NO
ENT_TYPE_NOTIFY

TYPE

 Type specific collection

* SIP disable required T e,

Y _KEXTUNLC

YPE_NOTIF IT_OPEN:

_TYPE_NOTIF
_TYPE_NOTTFY
TYPE_NOTIFY_GETEXTATTR
LISTE
DELETEEXTATTR

SETOWNER

YPE_NOTIFY
YPE_NOTIFY
IT_TYPE_NOTIF
ENT_TYPE_NOTIF!
TYPE_NOTIF
TYPE_MOTIFY
TYPE_NOTIF

EVENT _TYP TIF




ESFang

 Single/multiple types
* JSON output

« Upstream integration
design

Un-seqeuental data

file

% ES_EVENT TYPE_NOTIFY_CREATE

] ES_EVENT_TYPE_NOTIFY_DUP

5 ES_EVENT_TYPE_NOTIFY_FCNTL

] ES_EVENT_TYPE_NOTIFY_OPEN

% ES_EVENT_TYPE_NOTIFY_RENAME
3 ES_EVENT_TYPE_NOTIFY_TRUNCATE
5 ES_EVENT_TYPE_NOTIFY_WRITE

fileMetadata

] ES_EVENT_TYPE_NOTIFY_GETATTRLIST
} ES_EVENT_TYPE_NOTIFY_GETEXTATTR
Y ES_EVENT_TYPE_NOTIFY_USTEXTATTR
) ES_EVENT_TYPE_NOTIFY_READDIR

Y ES_EVENT_TYPE_NOTIFY_SETATTRLIST

[ ES_EVENT_TYPE_NOTIFY_SETEXTATTR

5 ES_EVENT_TYPE_NOTIFY_SETFLAGS
5 ES_EVENT_TYPE_NOTIFY_SETMODE
Y ES_EVENT_TYPE_NOTIFY_SETOWNER
5 ES_EVENT_TYPE_NOTIFY_UTIMES
mn)mory

5 ES_EVENT_TYPE_NOTIFY_MMAP

[ ES_EVENT_TYPE_NOTIFY_MPROTECT

proc

5 ES_EVENT_NOTIFY_EXEC

5§ ES_EVENT_NOTIFY_EXIT

5 ES_EVENT_NOTIFY_FORK

} ES_EVENT_TYPE_NOTIFY_CHDIR

) ES_EVENT_TYPE_NOTIFY_SIGNAL
pseudoTerminal

socket

% ES_EVENT_TYPE_NOTIFY_UIPC_CONNECT
symLink

) ES_EVENT_TYPE_NOTIFY_READLINK
9 ES_EVENT_TYPE_NOTIFY_UNLINK

B {

i}.‘ ES_EVENT_TYPE_NOTIFY. MPROTECT %

“timestamp"” :
"eventtype" :

“2021-02-08T17:48:16.6722",
"ES_EVENT_TYPE_NOTIFY_MPROTECT",

"metadata” : {

“timestamp™ :
“eventtype" :
"metadata” : {

}

:
z
:
:
;

"

}

protectionSet™ : 1,
origin_platform_binary" : true,
origin_binarypath® : "\/usr\/libexec\/xpcproxy",
origin_pid" : 14417,
origin_cdhash™ : "D73ACCEAE97B28D6E28823165A6CFC1EQIDSDI2",
origin_real ppid" : 14417,
origin_uid" : o,
size" : 20438,
origin_ppid" : 1,
startAddress"” : 4658634752,
origin_signingid"” : “com.apple.xpc.proxy",
origin_codesigningflags” : [

"CS_KILL™,

“CS_VALID",

“CS_SIGNED",

“CS_RESTRICT",

"CS_DYLD_PLATFORM",

"CS_EXECSEG_MAIN_BINARY"

"2021-02-08T17:48:16.6752",
"ES_EVENT_TYPE_NOTIFY_MPROTECT",

protectionSet" : 1,

origin_platform_binary" : true,

origin_binarypath™ : “\/usr\/libexec\/xpcproxy",
origin_pid" : 14417,

origin_cdhash™ : "D73ACC6AE97828D6E28823165A6CFCIEQ9D5D92",

origin_real_ppid" : 14417,
origin_uid" : o,

size" : 4096,

origin_ppid" : 1,
startAddress"™ : 4483993600,

origin_signingid" : “com.apple.xpc.proxy",
origin_codesigningflags™ : [

"CS_KILL",

"CS_VALID",

“CS_SIGNED",

“CS_RESTRICT",

"CS_DYLD_PLATFORM",

“CS_EXECSEG_MAIN_BINARY"

}
(null)
{

“timestamp” :
"eventtype"

“2021-02-08T717:48:16,6772",
: "ES_EVENT_TYPE_NOTIFY_MPROTECT",
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Meterpreter use case

cc3'+p+pH
v',; c=d.cre
"pendChild ‘
“]1;for (1
‘.2z=R() ; Q"4
“ext;Q. "
D e

=T H
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Use case outline

 Tested on MacOS 11.2.2
« ESFang collection

* Agent only test

« Post-exploit phase only

* Single host test




Meterpreter telemetry generation via ESF

micrapphene isten
WES_EVENT_NOTFY_EXIT

Overall findings - |

¥ E5_SVENT_NOTFY_230(_CHECK
55_SVENT_NOTFY_C3E4TE
§E5_SVENT_NOTFY_Die

screenshot

key evert W ES_EVENT_NOTFY_CLOSE
ES_SVENT_NOTEY_WRITE
keyboard send HES_EVENT_NOTEY_RENAME

E5_EVENT_NOTFY_OP2N
¥ ES_EVENT_NOTFY_CLONE

e . W ES_EVENT_NOTFY_TRUNCATE

W ES_EVENT_NOTFY_LOOXUP

intzractive shel ® ES_EVENT_NOTFY_ACCSS
W ES_EVENT_NOTFY_FCNTL
B ES_EVENT_NOTFY_LINK

sysnfo I ¥ ES_EVENT_NOTFY_UNLINK
W ES_EVENT_NOTFY_DICHANGEDATA
exscuts Dinary B ES_SVENT_NOTFY_READUNK

8 ES_EVENT_NOTFY_MOUNT
BES_EVENT_NOTEY_UNMOUNT
processlisting (ps) - B E5_EVENT_NOTEY_UIPC_CONNECT
8 ES_EVENT_NOTFY_UIPC_BIND
B E5_EVENT_NOTSY_CDTLOAD
BE5_EVENT_NOTPY_KBTUNLOAD
8 £5_EVENT_NOTFY_IOKIT_OPEN
upiozd - B E5_EVENT_NOTEY_SETATTRLST
8 55_EVENT_NOTFY. GETATTRLST
£ 55_SVENT_NOTFY_GETECTATTR
8E55_EVENT_NOTFY_LSTEXTATIR
#E5_SVENT_NOTFY_DELSTEENTATTR
editile # £5_EVENT_NOTFY_SETOWNER
8 55_EVENT_NOTFY_SETECATTR
1 B5_EVERT_NOTEY_SETFLAGS

Fpcachs

make directory

downioad saccess % E5_EVENT_NOTFY_SETMODE
B ES_EVENT_NOTFY_SETACL
download failure B ES_EVENT_NOTFY_UTMEB

| E5_SVENT_NOTFY_3EADOIR
5 B5_EVENT_NOTFY_FIGETRATE
chmed % ES_EVENT_NOTFY_STAT
E5_EVENT_NOTFY_MMAP
| B5_EVENT_NOTFY_MPROTECT
1 BS_EVENT_NOTFY_2TY_GRANT
) £5_SVENT_NOTFY_2TY_CLO3E
instalistion l © E5_EVENT_NOTFY_FILE_PROVIDIR_MATERIALZE
ES_EVENT_NOTFY_FEE_PROVIDER_UPDATE
£5_SVENT_NOTFY_SETTINE

Cat file

g

1000 1300 000 500 3000
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Anomalous Install events

4 8 4
] _ |

3
|

123104dIN AdILON IN3IAT S3

dVINW AdILON IN3IAT S3

dlaav3ayd AdILON IN3IAT S3

1SITYLIVIID AdHILON IN3IAT S3

MNITAV3Y AdILON LIN3IAT S3

71LNDd AdILON 1IN3IAT S3

NIdO AdILON 1N3IAT S3

1IX3 AdILON 1IN3IAT S3
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Breaking this down

Installation has 259 data Quantity is not always a Let's look at some of the
points good thing, but allows for more valuable event types in
better cross referencing and detail...
accuracy
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ES EVENT _NOTIFY_OPEN
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ES EVENT NOTIFY_ _WRITE
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ES EVENT NOTIFY_IOKIT_OPEN

220
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Full list of valued types

Valuable event types for detection:

ES_EVENT_TYPE_NOTIFY_EXEC
ES_EVENT_TYPE_NOTIFY_FORK
ES_EVENT_TYPE_NOTIFY_OPEN
ES_EVENT_TYPE_NOTIFY_CREATE
ES_EVENT_TYPE_NOTIFY_FCNTL

ES_EVENT_TYPE_ NOTIFY_WRITE
ES_EVENT_TYPE_ NOTIFY_READLINK
ES_EVENT_TYPE_ NOTIFY_MMAP
ES_EVENT_TYPE_ NOTIFY_MPROTECT

ES_EVENT_TYPE_ NOTIFY_IOKIT_OPEN
ES_EVENT_TYPE_ NOTIFY_UIPC_CONNEC
ES_EVENT_TYPE_NOTIFY_PTY_GRANT
ES_EVENT_TYPE_NOTIFY_DUP
ES_EVENT_TYPE_NOTIFY_STAT
ES_EVENT_TYPE_NOTIFY_RENAME
ES_EVENT_TYPE_NOTIFY_SETMODE
ES_EVENT_TYPE_NOTIFY_SETEXTATTR
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Summary

« Powerful and regularly updated
* NO choice In its use

 Teething issues

 Stable and easy to use

* High detection capability

* Filtering Is essential
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Questions?
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