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Bots

Softwares automating actions on the Internet 

Advanced Bot Ecosystem
Bot definition
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Advanced Bot Ecosystem
Advanced bots
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Advanced Bots

Headless browser

Rotation between anonymous proxies

Advanced anti-detection mechanisms
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Advanced Bot Ecosystem
Advanced bots purpose
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Advanced Bots

- Carding
- Credential stuffing
- Scalping
- Denial of Inventory
- …
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Advanced Bot Ecosystem
Botting as a sport
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General source of bots Specialized marketplaces
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Advanced Bots executables - source code
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Advanced Bot Ecosystem
Goals
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Statistics

Evasion techniques
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Internal structure
Picking an example
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Internal structure
Picking an example
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Advanced bot

Proxy lists

Threat actor

Operations
Captcha solver key

Captcha mgt module

Profile mgt 
module

Proxy mgt module Target
websites

Cookie jar
Headless browser

Evasion module

Profiles
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Internal Structure
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- Procedure for net-a-porter.com

Set anti-headless-detection 
features

Start monitoring product 
prices

Code inspired from https://github.com/azerpas/detect-headless

The task includes a price threshold 

Sign in or  Guest - Add to 
wishlist   

If price
below

Purchase
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Code Protection
Obfuscation and anti-debug
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Evasion techniques
Faking HTTP Headers
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Evasion techniques
Faking device attributes

25



Proprietary and confidential. Do not distribute.

Evasion techniques
Faking device attributes

26



Proprietary and confidential. Do not distribute.

Evasion techniques
Simulated human mouse motion

27



Proprietary and confidential. Do not distribute.

Evasion techniques
Simulated human mouse motion

28



Proprietary and confidential. Do not distribute.

Evasion techniques
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Key Takeaways
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Malicious bots market is large 

and expanding

Predominance of Electron & 

puppeteer

A cat and mouse game
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Questions
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