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Agenda

● Encountering an Unknown Crypter 
● The Crypter’s Internals 
● Hunting The Crypter’s Uses:

○ NFT Campaign 
○ Babadeda Against Ukraine 

● Summary and Q&A
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What a Crypter is?

● A program whose goal is to hide the real intentions of a piece of code.
● It does so by using:

○ Encryption
○ Obfuscation
○ Execution manipulation
○ More … 
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The Story Begins With
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VirusTotal
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The Crypter Internals

● Crypter Infection chain
○ Installer
○ Executable
○ Main DLL + Modules
○ First stage shellcode 

■ “Decryption shellcode”
○ Second stage shellcode 

■ “Injection shellcode”
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The Crypter Internals
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Why BABADEDA ? 

● 0xDEADBEAF - Used as a magic debug value
● 0xBABADEDA - In Russian is: Grandma, Grandpa
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What makes it so evasive?

● Code logic splitted into several different DLLs
● The code resides in bunch of legitimate application code.
● In newer variants the main DLL is loaded using DLL side-loading technique.
● Encrypted payload and shellcode.
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WHAT SHOULD WE DO NEXT?
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Analysis Research

BABADEDA Crypter

WannaCry TrickBot

Emotet
Qakbot

BABADEDA Crypter

Campaign

Threat Actor
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● Translate your knowledge to YARA Rule
● Use your own telemetry as well as open source resources

Collecting More Samples
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Pipeline Overview
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● Sample source
● Network activity
● Final payload classification

What we are looking for?
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OSINT
● Online sandboxes - Jeo Sandbox, Hatching Triage
● Malware databases - Malware Bazaar, vx-underground
● Social networks - Twitter, Reddit
● And of course, Google and VirusTotal
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● The attacker uses Discord 
bots to find new victims

● It replicates the targeted 
service website

● It lures the victims to 
download the malware

● BABADEDA is used as the 
crypter

Revealing the NFT Campaign
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WHY DO WE PUBLISH OUR WORK?
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Research Side-effects
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BABADEDA Against Ukraine 
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Key takeaways

● Understand the threat landscape your working with
● Look at the bigger picture 
● Understand what steps are required to achieve each goal
● Use automations to make your analysis easier
● Share your findings and make use of others researches
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