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Item 1
100%

Item 1
100%

6,000 
Internal Git repositories

200 GB
worth of data

3,000,000 
Documents

The Twitch
Leak 2021

Item 1
100%



The Big
Fish
We present to you the biggest
of our findings.

$120M worthy unicorn

10M+ downloads on
Play Store



Locating the Github Personal
Access Token 



Scope repo
Gives full access to private
repositories

What's a PAT Token and
what can it do? 



Verifying The Loot



And this how
we got
access to the
Unicorn's
codebase...



How were we able to
do this? 

There were 2 major
mistakes on the part
of the developers:

Count the
mistakes

M I S T A K E  1
Hardcoding the GitHub
PAT token in the source
code.

M I S T A K E  2

Giving excessive scope
to the token which can
be used by anyone for
exploitation 
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C O L L E C T I O N  O F
M O B I L E  A P P S

Step 1

We built our own security
search engine

D E C O M P I L I N G
A P P S

Step 2
B U I L D I N G
R E G E X E S  

Step 3
F I N D  R E G E X

M A T C H E S  O N
L A R G E  S C A L E

Step 4



User submissions that
included apps user

uploaded apps.

All android app
stores over internet

Collection of Mobile Apps



Decompiling Apps

Open Source Android
Decompilers, like JadX



THE TOUGHEST OF IT ALL

Another resource that was helpful in particular was the RegHex repository by l4yton,trufflehog. We did
proper regex testing by adding all the keys in an android application and testing that android

application for checking for keys and false positives.



RegEx Matches on an extensive scale
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And the story
doesn't here...



Source code might leak secrets like
database config details, static keys and
cloud environment variable.
Financial losses to companies
Brand Confidence might also go down

We found 159 private repositories from 151
Github token in different mobile apps.
These apps had downloads ranging from
100 to over 10M on playstore. 

The impact is as follows: 

More GitHub PATs found



INT, FLOAT,
DOUBLE.. 
I MEAN
LET'S TALK
NUMBERS

1.6M+ hardcoded sensitive tokens



Email Automation 1

Payment Processing2

Impacts of Secret Key Leaks
To make you guys feel the impact of the leaks here we have two categories of of leaks that we
have found in the past as examples-



Email Automation Tools

Send phishing emails. 
Access to users personal information
including name,email,phone number.

Following are some of the impacts of
credentails leaked in email automation
tools like Sendgrid, Mailchimp,Mailgun etc.



Payment Processing Tools

Initiate Refund to bank account
Access to all companies payment 
transaction details .

Following are some of the impacts of 
credentails leaked in payment processing 
tools like Razorpay, Stripe etc.



Why do developers do this?



Security Pipeline
Pain of setting up a proper mobile app
security testing pipeline while
development.

1

Awareness
Lack of awareness on the scope/impact
of the Hardcoded secret.

2

Budgeting
Companies not spending much on doing
proper security testing on mobile apps -
compared to web apps.

3

Problems
Faced by

Android
Developers



Solutions

Scoping
Most services allow

developers to allowing only
certain activities on an API

key, so that even if an
attacker gets their hands

on it they will still have
limited access.

1
ENV

Make use of environment
variables to store API Keys

instead of hardcoding
them.

2



Solutions

Testing
Pipeline

End to end mobile app
security testing pipeline

while dev

4

Git Hooks
Make use of Git Hooks like

Husky in projects to
prevent people form
commiting sensitive

information onto platforms
like GitHub, GitLab etc.

3



Till now we only have conducted our research on Android mobile
application, but we plan to scale up our research to a larger

horizon.

Future Roadmap

Client-side
Javascript 

iOS mobile
applications



Thank You


